NupopmannonHbie MaTepuabl 0 NPOPUIAKTHKE NPECTYIICHUMH,
COBEPLIEHHBIX ¢ UCIOJIb30BAHUEM HH(POPMAIITUOHHO-

TCJICKOMMYHUKAIIUOHHBIX TEeXHOJIOT Ui

K HaubOoJee pacnpoCTpaHEHHBIM BUAAM JTACTAaHIUOHHBIX
MOIIICHHUYECTB, COBEpIICHHbIX Ha Teppurtopun 1. Cankr-IlerepOypra wu

Jlenunrpanackoi 00IacTH, OTHOCSTCS:

- «(pUIIMH» — BUA AUCTAHIIMOHHOI'O MOLIEHHUYECTBA, IPU COBEPILIECHUN
KOTOPOTO 3JIOYMBIIUICHHUKH (B Xo0z€ TenehOHHOrO pasroBopa, MOCPEACTBOM
HaIpaBJIEHUSl JJIEKTPOHHOIO MHCbMAa WJIH CMC-COOOIIEHHUS) IOJIy4aroT JIMYHBIE
KOH(HIeHIUaJIbHbIE JaHHbIE 0 0AHKOBCKOM KapTe, HOMEPE CUETa, IOTUHBI U apOoJIn
JUId BXOJla B MHTEpPHET-OAHK, a TaKkKe Hapoiu Oe30MacHOCTH, IMO3BOJISIIOIINE
IPOM3BECTH CIUCAHHE HAXOJAIIMXCS HAa OAHKOBCKOW KapTe JIEHEXHBIX CPENICTB.
XKeprBamMu  yKka3zaHHOTO  BHJA  MOIICHHMYECTBA  3a4acTyK0  CTAHOBSTCS
HE3alIUILEHHble,  ManooOpa3oBaHHbIC,  JIOBEPUMBBIE  CJIOM  HACEJICHUS.
[IpencraBisisich 3a4acTyr0 COTPYIHUKAMU KPEJIUTHBIX OpraHU3aluid, MPECTyTHUKA
BBOJIST B 3a0JyKIeHUE rpaKJIaH OTHOCUTEJILHO COBEPILIAEMBIX
HECAaHKIIMOHUPOBAHHBIX  CIMCAHUM  JCHEXKHBIX CPEACTB, OCYLIECTBIISIEMBIX
NOKYNKax U T.I., MOCJE Yero MpOCIT Ha3BaTh KOH(PHUACHIIMAIbHBIE CBEJACHHS C
LENbI0 MPECEUEHUST BO3MOXKHOIO COBEPILECHUSI IpeCTyILIEHUs. [ paxkiane, noBepsis
NOJyYeHHOW HuH(popManuy, *kejas 00e30IacUTh CBOM JEHEXKHBIE CPEICTBA OT
NPECTYMHBIX TMOCATATENBCTB, COOOIIAIOT 3ampaniuBacMyl0 HHPOpPMAIHUIO, B
pe3yibpTaTe 4ero 3J0YMBIIUICHHUKH NOXUINAIOT NPUHAJUICKAINE UM JICHEXKHBIC

cpecacTBa.

- «(papMHHI» - MpoLEeAYypa CKPBITOTO HAaNpaBJIeHUs Ha J0KHbIN [P-anpec,
TO €CThb HalpaBJICHHUE I[I0JIb30BATENsl Ha (DUKTHBHBIA BeO-calT, dyalle BCEro
UCIOJB3yEMBIH A1 TIpUOOpeTeHust TOBapoB U yciyr (ozon.ru, avito.ru,
aliexpress.ru, joom, biglion, kynuHaTop, Kaccup.py, OwiIeTep, CalThl MO MPOIAKE

OUIETOB Ha K/11 M aBUATPAHCIIOPT U JIp.);



- «JIBOWMHas TpaH3akuus» (MpU OIJIaT€ TOBApOB U YCIYT MPOJaBell
coobmraer o0 omuOKe, MpeasiaraeT MOBTOPUTH OINEpalli0, a B JalbHEHIIEM
JICHE)KHBIE CPEACTBA CIMCHIBAIOTCS JBAXKIbl MO KaXJI0M U3 MPOBEACHHBIX

onepanui)

- «TpanmuHr»  (MaHUNYJSIUU € KapTpuaepoM  OaHKOMATOB,
no3BoJIsifolMe OO0 HE BO3BpallaTh KapTy BIaJeiblly, JUOO CIUCHIBATH BCE

JAaHHBIC KapThbI JJIA JIaJIbHEUIILIETO UX I/ICHOJ'IBSOB&HI/IH).
I. OcHoBHBIE CXEMBI Te.]'leq)OHHOI‘O MOIICHHHYECTBA:

1. O6maHn o tenedony.

3BOHOK COTpyAHMKAa OaHKa - KOTJa HEW3BECTHBIM MPEICTaBIACTCS
COTPYJIHUKOM CITyKObl O€30MaCHOCTU KaKOTO-TMO00 OaHKa W COOOIIAeT, 4TO ¢
Bamrero 6aHKOBCKOTO cueTa MPOUCXOMIT OMEPAIMH 10 HECAHKIIMOHUPOBAHHOMY
CIIMCAHUIO JCHEXHBIX CPEJACTB, M B MEISIX OC30MAaCHOCTH cyeTa IIpejJiaract
NepeBeCT  COepexeHUs Ha  «PE3CPBHBIN» WM  «OE30MacHbId»  CUerT.
Pacnipoctpanenst cimydae cooOmieHust wHpopManuu 00 odopmieHuun Ha Bac
KpeauTa ¢ HEOOXOAMMOCTH TIPOWTH B TPWIOKCHUU OHJIaliH-baHka 110

onpeenEHHON CChUIKE JIsl €r0 aHHYJIUPOBAaHUS (BBIITOJIHUTH UHBIE HHCTPYKIIUH).

3BOHOK COTPYAHUKA IIPaBOOXPAHUTCIIBHBIX OpraHoOB - Koraa

HEU3BECTHBIM IPEICTABIIETCA COTPYAHUKOM IIOJMLHAM, CIECIOBAaTEIEM M T.1. U
COO0O0IAeT, YTO MPOBOAUTCS CIIELONEepals 10 NOMMKE MOIIEHHUKOB U JJI 3TOrO
HEOOXOMMO TEPEBECTH JACHBIU Ha «CHEIHUaNbHbIN» cueT. [lpu stom Tpebyer He

3BOHHUTH B OAHK, TaK KaK COTPYJIHHUKHU OAHKA 3a0HO C MOIIICHHUKAMHU.

Bam pojacTBeHHMK, 00 OJM3KUK YesIoBeK momnai B Oemy (Hampumep,

MalIMHOM CcOMJI YenoBeka WM OOBHHSETCS B COBEpPLICHUU NPECTYIUICHUS), U
3aJilep)kaH  COTPYJIHUKAMU IOJIMLMK, W HEU3BECTHBIA COOOIIaeT, 4YTo s
OCBOOOKIEHHSI HEOOXOAMMO IEPEBECTH HAa CYET JICHEXHbIE CpeIcTBa JUOO AJis

INPUMHPCHUA C MMOCTPAJaBIINM 00 B KAa4eCTBE B3SITKH COTpYAHHUKAM ITOJIUMIIHH.



Bo03MOKHBI BapuaHThl, TP KOTOPHIX B pa3roBOPE MOKET MPUHSTh y4acTHUE SIKOOBI

COTPYIHUK TIOJIMIINH, KOTOPBIA OyAEeT MOATBEPKIaTh CKa3aHHOE.

BAXHO: D10 3BOHAT MOIIEHHUKH (HECMOTpsi Ha TO, 4YTO
onpeenuBIINIiCS Ha TeredoHe HOMEP MOXKET COOTBETCTBOBATh HOMEPY TenedoHa
0aHKa WM TPaBOOXPAHUTEIBHBIX OPraHOB, 3a4acTyl0 — MOCKOBCKOTO pernoHa
(499, 495... u T.4.), TaK KaK MpHU MOMOIIU CHEIUATBHBIX YCTPOUCTB MOIIEHHUKHU
MEHSIIOT HOMEpa Ha a0COJIIOTHO JII0OOW HOMEP — TaK Ha3bIBAEMbIE IMOJMEHHbBIC
HOMEPA), COTPYTHUKHN OAaHKOB HUKOT/Ia HE 3BOHST CBOMM KJIIMEHTaM, U TeM OoJiee,
HUKOTJla HE TpeOylT MEepeBOJUTh C JIMYHOTO cuera JeHbru. llpencraBurenu
MPAaBOOXPAHUTENBHBIX OPraHOB MOTYT 3BOHUTH TOJBKO JJIsl BHI30BA B MOMEIICHUS
IPaBOOXPAHUTENILHBIX OPTraHOB C IIEJIbIO MOJYy4YeHUs OOBSICHEHUN, UCTPeOOBaHUS
JIOKYMEHTOB 10 HAaXOJSIIIUMCS B IMIPOU3BOJICTBE YTOJIOBHBIM JieJIaM U MaTepualiam
npoBepok. [Ipu mocTyrmiaeHnn Takoro 3BOHKa HEOOXOJUMO MpepBaTh Pa3roBOp U
MEePE3BOHUTH TOMY, O KOM UJIET peyb, JU0O0 B YKa3aHHBIN TOCYJJapCTBEHHBIN OpraH

WIM KPEIUTHYIO OpraHu3aluio JUisl IepernpoBepKU HHPOPMALIIH.
2. O0maH npu NoKynke (mpojaasxe) TOBapa Ha HHTEPHET calTax.

[IpenomiaTa 3a HECVIIECTBYIOIIMKA TOBAp - MOJAaeTca OOBABICHHUE HA

BOCTPEOOBAaHHBI TOBAp C TPHUBJICKATEIIBHOM II€HON (HUXE pPBIHOYHOU) ¢
NpWIOKEHNEM HeHacTosimux ¢GoTtorpaduil. B xome oOmeHUs «mpoaaBein
YKJIOHSIETCSI OT BCTPEYM BBUJY KUTECUCKUX MPUUYMUH (HET BPEMEHHU, 3aHITOCTh HA
pabote, y1aleHHOCTh PACIOIOKEHHUS ) U MIPEAJIaraeT OIIaTUTh TOBAP O€3HATTMYHBIM
IIJIATEKOM C TapaHTUPOBAHHOW MOCIEAYIOIIEN JOCTABKOU Yepe3 Kypbepa, HO MOciIe

IMOJYyUYCHUA ACHCT, IIPOAABCII- MOIICHHUK IICPCCTACT BBIXOJAUTH HA CBA3b.

Omnnara MYJIAKA 110 TTOYTC HAJOKCHHBIM ILIATCKOM - 3JIOYMBIINIJICHHUK

IBITAKOTCA BHAYAJIC 3aIIOJYYUTh IMPCAOIUIATY Ha JOBCPUHU, CCJIIU HC IMOJYyHaACTCA, TO
npcajararoT IOJIYYUThb 3aKa3 Ha II04YTC, a IIOTOM PACIlIATUTLCA. To ecth HaA ouTe
nepen BBIJJaUCH 3aKasa BO3bMYT IACHBI'M B pasMEpe €Iro CTOUMMOCTH, a IIOKYIIATCJ/Ib

BCKPBIB YIIAKOBKY, BUJAUT IMOAACIIKY WJIN MYJISK.



ITokynarenp copamuBaeT HoMep KapThl U koa u3 CMC - no Bamemy

OOBSBICHUIO O NPOAAKE TOBapa B MHTEpHETe BaM mNO3BOHWI NOKyNarenb U
NOMPOCUI COOOLIUTh PEKBU3UTHI OAHKOBCKOM KapThl (IIPEeIBApUTEIBHO BBISICHUB
HOMEp TeneoHa K KOTOpPOMY IMpHBs3aHA KapTa) U CMC-KOJ, YTOObI MEpEeBECTU
J€HbIU, SKOOBI 3TO HYXKHO A1 OaHKOBCKOro mnepesojna. Ha camom pgene 3to
MOILIEHHHK, KOTOPBIM NBITAETCS BOUTHU B IMYHBIA KaOMHET OHJIaiH-OaHKa U CITUCATh

BCe JIEHBI'M ¢ Bammero cuera.

BAXHO: OnnaunBaiite TOBap TOJIBKO MOCIE €T0 MOTyYeHUS U POBEPKHU
U HE OTIpAaBIISIATE IEHbIM B KauecTBe 3ayora (3anarka). Jus nepeBoja JeHEKHBIX
CPEICTB AOCTATOYHO HOMepa TenedoHa M APYroi MOMOTHUTEIbHOW MH(OpMauu

He TpeOyeTcsl.
3. TenedoHHbIe BUPYCHI.

OueHpb 4acTo UCIOJIb3YyeTCsl (popMa MOLIEHHUYECTBA C UCIIOJIb30BAHUEM
TeneoHHbIX BUpycoB. Ha Teneon aboHeHTa MPUXOAUT COOOIICHHE CIIETYIOIIETO
Buja: «Bam npunuio MMS-coobmenue. s moaydeHus MponRIuTe 1Mo CChIIKE...).
[Ipn nepexone Mo ykKa3aHHOMY ajJpecy Ha TeneOoH CKAuyMBAETCS BUPYC U

MMPOUCXOAUT CIITMCAHNC NCHCKHBIX CPCACTB C BAICTO CUCTA.

Hpyroii Bua MOIIIEHHWYECTBa BBIMIAAUT Tak. Ilpu 3akasze kakoi-mbo
YCIIYTH 4epe3 SKOObI MOOMJIBHOTO OIepaTtopa Wi IMPH CKaYMBaHUM MOOWJIBLHOTO
KOHTEHTa a0OHEHTYy NPUXOJIUT MpeaynpexaeHue Buaa: «Bbl coOupaerech
OTIPABHUTHh COOOIIECHHE HA KOPOTKUM HOMEP ..., JUISl TIOJTBEPKIACHUS OIMEpallnu,
oTnpaBbTe coobmieHue ¢ uudpoit 1, nas ormensl ¢ uudpoit 0». Ilpu ornpaBke
MOATBEPXKIACHUS, CO cYeTa aOOHEHTa CIHCHIBAIOTCS JICHEXKHBIE CPEJCTBA.
MOILIEHHUKH MCIOJB3YIOT CIEHUaIbHbIE IPOTPAMMBI, KOTOPBIC IO3BOJISIOT
aBTOMAaTUYECKU TE€HEPUPOBATH THICAUU TaKuX cooOiienuil. Cpa3y mociie nepeBoja

JIeHET Ha (PasbIIMBBIN CYET OHU CHUMAIOTCS C TeledoHa.



BAXHO: He cnexyert 3BOHUTH 110 HOMEPY, C KOTOPOro oTmnpasieH SMS
— BIIOJIHE BO3MOXKHO, YTO B 3TOM cityyae ¢ Baiero Tesnedona OyeT aBTOMaTu4ecKu

CHsTA KpyIHasi CyMMa M IePEXOIUTh [0 COMHHUTEIIBHBIM CCBLIKAM.
4. Omu00YHbIN NEepPeBO CPEACTB.

AOGoneHTy noctynaer SMS-coobienre 0 NoCTyIUIEHUH CPEACTB Ha €ro
CUeT, MEPEeBEACHHBIX C MOMOUIbI0 yciyru «MobunpHblil niepeBoa». Cpasy mocie
ATOTO MOCTYIMAeT 3BOHOK W MY>KUMHA (WJIM >KEHIIMHA) COOOIIAET, 4TO OIMOO0YHO
nepeBeNl JEeHbI'M Ha €ro CyYeT, IPHU 3TOM IMPOCUT BEPHYTh UX OOpaTHO TEM JKe
«MoOunbHBIM TIEPEBOIOMY». B JIeHCTBUTEIBHOCTH JEHBIM HE TOCTYIAIOT Ha
TenedoH, a YeIOBEK MEePEBOJUT CBOU COOCTBEHHbIE cpeAcTBa. Eciau mo3BOHUTH 1O
yKa3aHHOMY HOMEpY, OH MOKET ObITh BHE 30HBI ocTyna. Kpome Toro, cyiiecTBytor
Takhe HOMepa, MPU OCYIIECTBICHUU BbI30BA Ha KOTOPHIE C Tele(POHA CHUMAIOTCS

BCC CpCACTBA.

BAXHO: Ecnu Bac mpocsT nepeBecTH IKOOBI OITHO0YHO MEPEBEACHHYIO
CyMMy, HAallOMHMTE, YTO JUIsI 3TOrO0 HUCHOJIb3yeTcs 4eK. OTroBopka, 4To «4eK
HOTEPSIH», CKOPEE BCEro, CBUJIETENBCTBYET O TOM, uTO ¢ Bamm obmaercs

MOUIEHHUK.
MOIIEHHUYECTBA C BAHKOBCKUMH KAPTAMHA

baHkoBCckasg Kapra — 3TO MHCTPYMEHT Il COBEPLICHHUS IUIATEKEN U
JIOCTYTIA K HAJTMYHBIM CPEJICTBAM Ha CUETE, HEe TPEOYIOLIUH I TOTO MPUCYTCTBUS
B Oanke. Ho mpocroTa ucnonb3oBaHuss 0AHKOBCKUX KapT OCTaBISET MHOXECTBO

Ja3CCK )11 MOIICHHUKOB.

IIpu npoBeneHun omnepanud ¢ KapTOM IOJb3YWTECHh TOJBKO TEMU
OaHKOMaTaMH, KOTOPBIE PACMOJIOKEHBI B 0€30MacHBIX MECTax U 000pY/IOBaHbI
CUCTEMOU BUJCOHAOIIONIEHUS W OXPAHOW: B TOCYJAPCTBEHHBIX YUPEKICHUSX,

0aHKaX, KPYIHBIX TOPTOBBIX IIEHTpaxX U T.J1.

CoBepiiast onepanuu ¢ MIaCTUKOBOM KapToOH, CIEAUTE, YTOOBI pAJIOM HE

ObL10 mocTopoHHUX Jtoaei. Habupas [TMH-kox, npukpeiBaiiTe KiiaBuaTypy pyKou.



PexBu3utel u mobas npoyass uHGOpMALUI O TOM, CKOJIBKO CPeACTB Bbl cHsIM 1

KaKHe HI/I(pr)I BBOJAMJIN B 6aHKOMaT, MOI'yT OBITH MCITOJIb30BAaHbI MOIIICHHUKAMU.

OOpamaiiTe BHUMaHUEe HA KapTONPUEMHUK M KJIaBUATypy OaHKomara.
Ecnu onn 0060pynoBaHbl KAaKUMH-TMOO JOMOIHUTENIbHBIMUA YCTPOMCTBAMHU, TO OT
UCIIOJIb30BaHUsl JaHHOTO OaHKOMAaTa JIydlle BO3JEP>KaThCS U COOOLIUTH O CBOMX

MOJIO3PEHUAX 0 YKa3aHHOMY Ha HeM TeledoHy.

B cnydyae HexkoppekTHOM paboThl OaHKOMAaTa — €CJIM OH JIOJT0€ BpeMms
HAXOJUTCA B PEXKHME OXHJAHUS WIH CaMOMPOU3BOJBHO TMepe3arpyaercs —
OTKQXHUTECh OT €ro WCIOJb30BaHUs. Benmnka BEpOSITHOCTh TOTO, YTO OH

nepernporpaMMHUPOBaH 3710yYMbBIIIJIEHHUKAMH.
Kak o0e3onmacurthb ce0s 0T MOIIIEHHUKOB:

1. Tlpomepsiite uHPOpPMAIUIO, MOJYYCHHYIO B XO0J€ TeIehOHHOTO
pa3roBopa U MHTEPHET MEPENHUCKA C HEU3BECTHBIMU (OHM MOTYT HPEACTABISATHCS
COTPYAHUKAMHU MPaBOOXPAHUTENbHBIX OPraHoOB, MPEACTABUTEISIMU KPEIUTHBIX
OpraHu3aruii).

2. VYcranoButb Ha  TeinedoH  (KOMIBIOTEP)  COBPEMEHHOE
JUIEH3UPOBAHHOE AHTUBUPYCHOE IPOrPAMMHOE 0OECIICUeHHE.

3. He ycranaBnuBaiite u He COXpaHsiiTe O€3 IpeIBapUTEIbLHON MPOBEPKU
AHTUBUPYCHOW MporpamMmoi (ailyibl, MOJy4YEeHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CAWTOB, IMpPHUCIAHHBIE IO JJEKTPOHHOW IOYTE
(moo3puTeNbHbIC (halIbl TyUllle Cpa3y YAAIATh).

4. Hcnonwp3yiiTe mapoiu HE CBSI3aHHbIE C Bammmu mnepcoHaIbHBIMU
JTAHHBIMU.

5. Hu mpu kakux OOCTOSATENbCTBAX HE COOOUIANTE PEKBU3UTHI CBOUX
OAHKOBCKHMX CYETOB (KapT), NapoJIH U JPYTyI0 NEPCOHATBHYIO HH(OPMALHIO.

6. IlocTaBbTe JMMUT Ha CyMMY CHMCAaHMIl WIM TEPEBOJA B JIMYHOM
KaOuHeTe OaHKa.

7. I1o BceM BO3HHMKAIOIIMM BOIPOCAM 0OOpamaThCs B OAHK, BbIJABIIWN

KapTy.



8. He BBINOJHATh HUKAKUX CPOYHBIX 3aIIPOCOB K JECUCTBUIO, B TOM YHUCIIE
10 YCTAHOBKE KaKUX Obl TO HU OBLIO MPUIIOKEHHM.

9. He nmepexoauTh HU MO KaKUM CChLUIKaM, KOTOpPbIE MPUXOJAT Ha e-mail
i o SMS.

10.006pamate Ha Bce cooOIeHHUs OT OaHka (HampuMep, €CIu OHH
COZIepKaT rpaMMAaTHUYECKUE OLITUOKH).

11.He mepe3BaHuBaTh 10 HOMEPAM KOTOPBIE MPUXOAIT Ha e-mail wim mo
SMS.

12.IlepenpoBepsiiTe NOMIMHHOCTh HWHTEPHET-CAWTOB, HA KOTOPBIX

OCYHICCTBJIACTC 3aKa3 TOBApa. By,Zlee 6,ZII/IT€JIBHBI!



